
 
 

 

Mobile Networks -- We build powerfull Wi-Fi Networks for you. 
 

WEP,	WPA,	WPA2,	and	WPA3	are	different	security	protocols	used	to	protect	wireless	
networks	from	unauthorized	access	and	ensure	the	confidentiality	and	integrity	of	data	
transmitted	over	the	network.	Each	protocol	represents	an	evolution	in	wireless	security,	with	
later	protocols	offering	stronger	encryption	and	enhanced	security	features.	Here's	an	
overview	of	each:	

• WEP	(Wired	Equivalent	Privacy):	
o WEP	was	the	first	security	protocol	used	in	Wi-Fi	networks	and	was	introduced	as	part	of	
the	original	802.11	standard	in	1997.	

o It	uses	a	shared	key	encryption	method	based	on	the	RC4	algorithm	to	encrypt	data	
transmitted	over	the	wireless	network.	

o WEP	has	significant	security	vulnerabilities,	including	weak	encryption	keys	and	
susceptibility	to	attacks	such	as	packet	sniffing	and	key	cracking.	

o Due	to	these	vulnerabilities,	WEP	is	no	longer	considered	secure	and	is	not	recommended	
for	use	in	modern	Wi-Fi	networks.	
• WPA	(Wi-Fi	Protected	Access):	

o WPA	was	introduced	as	an	interim	solution	to	address	the	security	weaknesses	of	WEP.	
o It	introduced	improvements	such	as	the	Temporal	Key	Integrity	Protocol	(TKIP)	for	
stronger	encryption	and	the	use	of	a	stronger	hashing	algorithm	(SHA-1)	for	message	
integrity.	

o WPA	also	introduced	support	for	authentication	mechanisms	such	as	802.1X/EAP	
(Extensible	Authentication	Protocol)	for	enterprise	environments.	

o While	an	improvement	over	WEP,	WPA	is	still	vulnerable	to	some	attacks,	particularly	
those	targeting	TKIP.	
• WPA2	(Wi-Fi	Protected	Access	2):	

o WPA2	is	the	current	standard	for	wireless	security	and	represents	a	significant	
improvement	over	WPA.	

o It	uses	the	Advanced	Encryption	Standard	(AES)	encryption	algorithm,	which	is	much	
stronger	than	the	RC4	algorithm	used	in	WEP	and	the	TKIP	algorithm	used	in	WPA.	

o WPA2	also	introduces	stronger	authentication	mechanisms,	including	the	use	of	pre-shared	
keys	(PSKs)	and	802.1X/EAP	authentication	with	support	for	stronger	EAP	types	such	as	
EAP-TLS	and	PEAP.	
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o While	WPA2	is	considered	secure	when	properly	configured	with	strong	passwords	and	
encryption	keys,	it	is	still	susceptible	to	some	attacks,	such	as	brute	force	attacks	against	
weak	passwords.	
• WPA3	(Wi-Fi	Protected	Access	3):	

o WPA3	is	the	latest	generation	of	Wi-Fi	security	and	represents	a	significant	advancement	
over	WPA2.	

o It	introduces	several	new	features	and	improvements	to	enhance	security,	including	
stronger	encryption,	better	protection	against	brute	force	attacks,	and	improved	
authentication	mechanisms.	

o WPA3	uses	the	Simultaneous	Authentication	of	Equals	(SAE)	protocol,	also	known	as	
Dragonfly,	for	more	secure	authentication,	replacing	the	Pre-Shared	Key	(PSK)	method	
used	in	WPA2.	

o WPA3	also	introduces	individualized	data	encryption	for	each	client	device,	providing	better	
protection	against	eavesdropping	and	other	attacks	on	wireless	networks.	

o While	WPA3	offers	improved	security,	widespread	adoption	may	take	time,	and	backward	
compatibility	with	older	devices	may	be	limited	initially.	

Overall,	WPA2	and	WPA3	are	the	recommended	security	protocols	for	modern	Wi-Fi	
networks,	with	WPA3	offering	the	highest	level	of	security	and	protection	against	evolving	
threats.	It's	essential	for	organizations	and	individuals	to	use	strong	encryption	keys,	
implement	best	practices	for	network	security,	and	regularly	update	their	Wi-Fi	equipment	to	
ensure	they	are	protected	against	security	vulnerabilities	and	attacks	
	


